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Many companies have already purchased cyber-protection insurance.1  But even if you do not 
think your company needs this type of insurance coverage, you may well be asked by your customers, 
clients, or business partners to answer the same questions that an insurer will ask, such as: 

• Do you require all vendors that provide data processing or hosting functions to your company 
(e.g., data backup, application service providers, etc.) to demonstrate adequacy of their IT 
systems? 

• Do you have access control procedures and hard drive encryption to prevent unauthorized 
exposure of data on all laptops, PDAs, smartphones, and home-based PCs? 

• Do you provide awareness training for employees in data privacy and security, including 
legal liability issues and social engineering issues? (e.g., phishing, etc.) 

The number and extent of data breaches against commercial entities in just the last two years have 
prompted a nationwide review of cyber threats, primarily to so-called “critical infrastructures.”2  Also, the 
Securities and Exchange Commission has issued guidelines for publicly traded companies that emphasize 
disclosures of potential cyber exposures and steps taken to protect against such risks, including a 
description of relevant insurance coverage.3  However, a network is only as secure as its weakest link.  
Hackers will more likely attack first the soft targets that supply the large banks and defense contractors.  
Therefore, the data security examination that begins at the top with key industries trickles down to include 
all the myriad of vendors, professional organizations, and associates doing business with those key 
companies. 

For this reason, we recommend that all companies undertake a full inquiry into their potential 
exposure to data breaches.  This does not mean that every business needs to buy cyber insurance.  
However, a company should consider initiating the process to learn the answers to the questions that a 
cyber insurer would ask before issuing a policy.  The AIG questionnaire previously cited is one of many 
such resources. 

For companies interested in taking a comprehensive approach to cybersecurity in 2014, we 
recommend the framework recently published by the National Institute of Standards and Technology 

                                                 
1 “Cyber” or “Network/Privacy” insurance typically provides coverage for both first-party loss and third-party 

liability resulting from data breaches and theft of private information. 
2 The President issued Executive Order 13636, “Improving Critical Infrastructure Cybersecurity,” to develop a set of 

best practices to access and protect key enterprises against cyber risks. 
3 http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm.  

http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
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(“NIST”).  The NIST framework is intended to assist companies in their efforts to manage cybersecurity 
risks.  The NIST framework is organized around five key functions:4 

• IDENTIFY – Develop an institutional understanding to manage cybersecurity risks to 
organizational systems, assets, data, and capabilities; 

• PROTECT – Develop and implement the appropriate safeguards, prioritized through the 
organization’s risk management process, to ensure delivery of critical infrastructure services; 

• DETECT – Develop and implement the appropriate activities to identify the occurrence of a 
cybersecurity event; 

• RESPOND – Develop and implement the appropriate activities, prioritized through the 
organization’s risk management process (including effective planning), to take action 
regarding a detected cybersecurity event; and 

• RECOVER – Develop and implement the appropriate activities, prioritized through the 
organization’s risk management process, to restore the appropriate capabilities that were 
impaired through a cybersecurity event. 

Regardless of method, everyone should prepare for the cyber risks that lie ahead in 2014. 

If you have any questions about the information contained in this Client Alert, please contact the 
Thompson & Knight attorney with whom you regularly work or one of the attorneys listed below for 
more information. 
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This Client Alert is sent for the information of our clients and friends. It is not intended as legal advice or 
an opinion on specific circumstances and is not intended or written to be used, and may not be used, by any person 
for the purpose of avoiding penalties that may be imposed under United States federal tax laws.  
                                                                                                                                                                  ©2014 Thompson & Knight LLP 
                                                 
4 These five core functions are stated and elaborated in Elizabeth B. Lennon’s, “Preliminary Cybersecurity 

Framework,” proposed by the National Institute of Standards and Technology, November 4, 2013, available at: 
http://www.nist.gov/itl/upload/preliminary-cybersecurity-framework.pdf. 
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